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AFSA-OOT/ef 

2 July 1951 

EO 3.3(h)(2) vK 

MEMORANDUM FOR! Chief, AFSA-Q2 PL 86-36/50 US&G605 

SUBJECT! Hagelin machines, study of 

Reference: T/S AFSA memo to Director, CIA, serial 000154, 
dated 25 June 1951, subj: Negotiations with Mr® 
Hagelin 



1* In view of paragraph 2 of the reference, it is desired 
that you review AFSA’s position with respect to its eryptanalytic 
potential in handling traffic enciphered on crypto-machines 
manufactured and sold by A. B« Cryptoteknik (the Hagelin Crypto- 

S aph Company) of Stockholm and submit on or before 1 September 

51: 

a* An operations plan for intensifying AFSA*s present 
efforts to solve the traffic enciphered by the current Hagelin 
machines; 




2 0 The plans should be carefully integrated and should 
indicate: 

a« The estimated approximate number of additional 
personnel that may be required and how they would be employed; 

bo The additional or new eryptanalytic machines or 
aids that may be required to assist in solution, 

Co The estimated approximate amount of additional 
space and funds required for a« and b. 

3o It is desired that AFSA-03 » AFSA-00T and the Chief, 
AFSA-14 assist in this project by participating in conferences 
pertaining thereto and in the preparation of the final plans o 
A preliminary report is desired not later than 31 July 1951 o 



to: 

AFSA-OOA 

AFSA-OOB 

AFSA-OOC 

AFSA-OOT 



7UL-_ 



AFSA-Q3 

AFSA-U 

AFSA-12 

AFSA-14 



EARL E. STONE 
Rear Admiral, U.S. Navy 
Director, Armed Forces Security Agency 



eclassifi ed and approved for release bv NSA on 1 1-06-2014 pursuant to E.Q. 1352 
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22 May 1951 



MEMORANDUM FOR: See Distribution List 

SUBJECT: Negotiations with ?flr. Hagelin 

ENCLOSURE: Draft Report by William F. Friedman, Technical 

Consultant, to DIRAFSA on the Aktiebolaget 
Cryptoteknik, Stockholm, Sweden (The Hagelin 
Cryptograph Company) 



1. A meeting has been called by DIRAFSA for the purpose of 
discussing the enclosure and assisting DIRAFSA in establishing the 
position he should take at this time in regard to the subject 
negotiations. 

2. The meeting will be held in the AFSA Conference Room 
(19-125), on 23 May 1951 at 1400 hours. 

3. DIRAFSA desires that you review the enclosure in advance 
of the meeting so as to be prepared to participate in the discus- 
sion. 



4. The enclosure should NOT be circulated within your office 
or division. 
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REPORT BY WILLIAM F. FRIEDf/AN, TECHNICAL CONSULTANT, TO TIIE DIRECTOR, 
ARMED FORCES SECURITY AGENCY ON THE AKTIEBGLAGET CRYFTOTEKNIK, STOCKHOLM,, 



SWEDEN ( The Iiagelin Cryptograph Company) dated 22 May 1951 
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REPORT 



WILLIAM F. FRIEDMAN 
TECHNICAL CONSULTANT 
TO THE 

DIRECTOR, ARMED FORCES SECURITY AGENCY 
ON THE 

AKTIEBOLAGET CRYPTOTEKNIK, STOCKHOLM, SWEDEN 
(The Hagelin Cryptograph Company) 



References: (a) USCIB 13A57 

(b) APS AC: 66/15 

(c) AFSACt 66/20 

(d) AFSAC: 66/23 



THE PROBLEM 



1, a. To determine the advantages, disadvantages, and rides to the 




b. To assess those advantages, disadvantages, and risks} 

c. To determine 




d. To evaluate and render an opinion as to the suitability of a 




FACTS BEARING ON 



2. See Enclosure "B". 



CONCLUSIONS 

3. It la concluded that: 

a. It would be to the advantage of tbs U.S. Government if the 
proposed new or i m proved Hagelin cryptoequipnents were prevented from being 
developed, manufactured, and add coensrclally on the open market. 
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(3) Hnploying the experlenoe technical know-how of Hagelin 
and the RCC in the production of eoraunle&tion security equipment for 
possible employment in connection with RATO requirements, as well as 
for the possible use of O.S. nilitary and civil agencies. 




e. Assessment of the advantages, disadvantages, and rides warrants 
accepting these rides 
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g. The cost of the co nt emplated deal, $700,000, would not be 
excessive, in view of its potential benefits to the U.S. Government, 



h. The Director, Armed Forces Security Agency (APSA) should for- 
ward this Report to the Director of Central Intelligence and to the other 
members of U5CIB for information. 




j. If a deal is cons um mated, this project should be given a code 
name and be surrounded with GQtflRT special security restrictions. 



4. It is recommended that: 

a. Enclosure "A" be f o r w ard e d to the Director of Central intelli- 
gence; 



b. This report be forwarded to USCXB for the information of member 
agendas other than CZA and AFSAj 




d. this pro j ect be assigned a cover name and be given special 
COW3WT security protection. 
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Promulgation of enclosure "a" will be effected by the dirajsa 

FOLLOWING THE MEETING ON WEDNESDAY^ MARCH 19^7 
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FACTS am OH PHOBLa: AN.) Discussion 
INTHODUCTOHI RELURKS 

1. At the Sixty-first Meeting of USCIB, held on 9 March 1951 » a 
statement regarding certain negotiations with Mr* Boris C.\”. Hagelin, 
hereinafter referred to as Hagelin, who is sole owner of the Hagelin 
Cryptograph Company (HCC),was presented by a representative of the 
Armed Forces Security Agency (AFSA), on behalf of the US CIS Coordinator. 

A brief history of the negotiations with Hagelin forms Enclosure ”C n to 
this report; in Reference (a) will be found the minutes dealing with this 
item of the agenda of the meeting. 

2. a. These negotiations have now resulted in a draft memorandum 

of agreement, a copy of which forms Enclosure "D M of this report. Briefly, 
under this draft, for the payment of $700,000 plus a "best efforts" under- 
taking with respect to the surplus commercial sale of M-209 machines, the 
U.S. would! 




Enclosure to AFSA-OOT Staff Study 
dtd 22 Bay 19 
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ENCLOSURE *B* 



$0-P SECRET ACORN 



b. Each of these categories of potential benefits will new be 



studied in detail. 



b. Hie HCC is now the only fins in the world which develops, manu- 
factures, and commercially sells cryptographic equipment. The firm is 
well-established and has attained a position of Importance in the COBISEC 
equipment field. Since the end of hostilities in World War II, Hagelin 
has made a number of inventions and is contemplating developing, manufac- 
turing, and selling improved models of present Hagelln machines and certain 
new types of machines. These will be briefly described in the next para- 
graph, and discussed only insofar aa concerns their bearing on the problem 
under consideration. 

5 . a. The HCC is preparing to manufacture' and sell an improved model 
of the present C-38 machine, in which not only the new keying mechanism but 

EO 3.3(h)(2) 

PL 86-36/50 USC 3605 



:et acorn 



EHCLGSUHE «B" 






' 1 ?* 1 

ih. S ilai 



6 







UL 


yiiQt nm mr 




TTZWn 1 1 1 




wn~i"f iti B 





also several additional complicating features would be incorporated. 




The effect of this on U.S. sources of CC&OTT would probably be important, as 
discussed below: 




b. The HCC proposes to employ the new keying mechanism as a basis 
for the control of the cryptographic elements of not only the new model 
C-38 but also of several new types of cipher machines. In particular, the 



using the new keying 

mechanism. The possible effects are discussed below: 
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It is possible that two or three years 
will be required for development and that several years will elapse 
before this machine would Ira available for sale. 

(2) » r ith regard to 




At present the HCC has a development model 
in which the new keying mechanism has been incorporated. However, 




It is not possible, vdthout more detailed 
Information, to evaluate the security of this new machine, 

c. The HCC has developed a model of the G-38 which uses a perforated 
tape for keying control Instead of the present "pin and lug" keying mechanism. 
"One-time" use of the tape will produce a "one-time system" and, provided the 
tapes are properly made, messages enciphered on such a machine will be unsol- 
vable. A key-tape generator has also been developed for producing tho tapes 
to be used with this machine. 




d. The HCC has also developed a machine for producing "one-time pads" 
of the numerical type 



for "literal pads". The principles underlying the model already produced are 
good but further study and more details are necessary before a firm security 
evaluation can be made. 



provided the machines are so constructed as to assure non-predictability of 
keying sequence. 

e. It is true that the U.S. and the U.K* Governments are now taking 
steps to improve the Cui'SEC of the other members of NATO and the result of 
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f . The effects of an expanding market for H&gelln machines should 
not be overlooked, especially as regards the possibility that they will be 
purchased by certain of the satellites of the U.S.S.R. It is understood 
that Poland, for example, is now a potential HCC customer. It would certainly 



available to such countries. 





g. What has been said in the preceding subparagraph applies parti- 
cularly if the proposed new types of Hagelln machines were adopted and used 
by U.S.S.R, satellites, or by non-NATO governments currently friendly to 
the U.S. Traffic in the new rotor machine, for example, would probably be 
entirely unreadable. 



h. Finally, if the HCC should put on the market a good one-time tape 
machine and good equipment for making the tapes, or a good one-time pad 
producing machine, their wideepread use would, in a few years, probably make 
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6. a. Daring the past 25 years Hagelln, in exploiting the products 
of the HCC, has established contact with the cryptologic authorities and 
agende8 of many governments. It appears that some of the agencies with 
which Hagelin has dealings are not so security-minded as we are, and 
certain general or specific matters are disclosed to him as information 
about which there is no secrecy. He has thus been able to gather not only 
general ideas with respect to the size and activities of the organizations, 
their attachment, etc., but also specific information as to chief personali- 
ties, equipment, practices, requirements, etc. 




c. The HCC has agencies in several countries in each hemisphere. 
These also serve as information-gathering elements. 
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«• It my be possible to gain technical intelligence applicable to 
the cryptologic agencies of tJ.S.S.R. satellite countries* In this connection* 

representatives of the U.S.S.H* have 

visited the HCC since 1946* desiring information as to new HOC developments 
and products. 

f. It should also be added that the HCC frequently receives requests 
for specific developments* 




7. a. the use of cipher machines for COLSjSC purposes is steadily increa- 
sing with greater mechanisation of office cork in general* If the governments 




b. In this connection* it should be noted thut not only the H 
solicit business* but also some business comes without solicitation from 
governments desiring specif lo developments or improvements. Shis situation 



Mil 
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8. The potential COiOHT benefits mentioned above are those which are 
more or less obvious* It is impossible to anticipate or prognosticate all 



the C01Q NT benefits 






The disadvantages and/or risks inherent in such an 



arrangement will be treated in paragraphs 10*15 below* 



THE OOIISEC POSSIBILITIES 



9* a* Ha gttHw has proved himself a clever engineer and designer* 
j its w/n no a eprataoranfep with some aDsreclation of the technical intra— 




b. Reference has been made to the nee keying mechanism and other 
improved features for the modified U-209 (or 0-58) machine* Although *FSA 
is still studying the prototype improved 0-38 machine submitted by Hagelin 
early in 1951* it is already permissible to state that it represents consi- 
derable improvement over the present 0-38 (or U-209). AFSA'a present CufcSKC 
interest in this improved modal lies in the possibility of incorporating 
the new keying mechanism and certain other recently proposed additional new 
features in an AFSA development called the Mechanical Cipher Machine (ISCSI)* 
which is being designed specifically for the U.S. Marine Carps and for 

limited use by the U.S. Rayy. It is quite probable that the original U.S* 
contracts with Hagelin (those of 1941/42) permit the U.S. to use his 

recent Improvements on thr U-209 without additional recompense to him; it is 
also true that Hagelin has indicated he would not contest this point. Ho w ever* 
it must be noted that the U.S. oontesqplates us:ng those im proved features 
not in the U-209 but in the HCU — a quite different machine. Whether this 
changes the patent situation is not clear. In any ease* however, Hagelin 's 
consultative assistance in working out the incorporation of these improvements 
in the MGIS* and in other special oases* would probably be quite useful. 

c. When the AFSA development known ae AFSAH-7 has been completed 
and the machines have been procured and distributed to holders* our large 
stock of H-209s will become available for other purposes or usages. If the 
surplus M-209s were converted to modified H-209e* principally perhaps by 
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incorporating the new Hagelin keying mechanism, they might be given to MTO y ” 
countries for nee In low-level MATO or low-level national communications • 



Possibly the tt-209 might be need in encrypting MTO weather traffic. We 
probably have a sufficient stock to supply all MTO armed foroee with these 
machines. The HCC might be useful in working out the incorporation of the 
improvements, although it has been stated by Hamlin that, from an engineering 
point of view, it would be more practicable to build machines anew rather 
than attempt to modify the present ones. Perhaps additional work along these 
linee win demonstrate the feasibility of incorporating the improvements, or 
certain of them, in our present M-209s. 




f . As indicated in connection with the potential CuLlIMT benefits , 
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ENCLOSURE "BP 








front the nature of oertain risks that must be faoed. The risks are three-fold* 
(1) Possible vasts of money.- The deal would cost $700,000 and 



and (b) unforeseen contingencies might arise to 
prevent, obstruct, or reduce its efficacy, there vould be the risk that 
the money would have been spent in vain. This risk is discussed in 
detail in paragraphs 11-14 below. 

( 2)1 ~] 




in detail in paragraph 16 below. 

b. There is another apparently significant but in reality unimportant 
fcage the placing of a 



disadvantage the placing of a 

limitation on U.S. disposition of surplus 11-209 machines. \ 



"undertakes to use its best 
efforts to prevent the surplus sale or other disposition for private or commer- 
cial use and/or resale of any M-209 machines now owned by the United States or 
any Agency thereof This condition, while appearing to be a limitation on U.S. 
rights, is really in furtherance of U.S. interests. 



it is existing policy not to permit those 
machines to be sold as surplus equipment. Annex 1 to this isnoxoeure ms a 
bearing on this point. 

o. One other disadvantage may bo mentioned, vis., the additional 
administrative burdens which mast be assumed by the U.S. if full advantage 
ia to be taken 
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study reports* etc. This would involve additional personnel* not many* but 
perhaps two or three persons. 

ASSSSSMT OF ADVANTAGES, DISaDVaUTaGES, a M BISKS 
11. a. With reference to the risk mentioned in paragraph 10.a(l), it 
is clear that as regards the potential benefits which might flow from the 

if there was certainty as to their realisation* a 

would be well worth under* 

taking* even at considerable cost. However* it is obvious that not only 
can there be no such certainty* but also that the probability of reaping the 
potential benefits is undeterminable* since much would depend upon* 




12. a. With regard to the factor of integrity* it can be stated with 
some assurance that in previous dealings with Hagelin he has demonstrated 
his trustworthiness and good faith. All who have talked with him agree that* 
although a good trader* ho can be relied upon to execute* in good faith and 
to the fullest extent of his ability* the terms of any agreement to which he 
is a willing party. As regards the Integrity of Hagelin Junior* there is 
not only no reason to entertain doubts on this score but also the parental 
control exercised over him is such that for the term of the agreement at least 
there should be no difficulties. 

b. With regard to other personnel of the IICC, we have the assurance 
of the Hagelins that none of them* save, possibly* Hr. C.E. landmark* is 
capabale of inventing or developing new ideas in the Cu^tSEC equipment field. 
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13. With regard to the bearing that the action which the U«S. Govern* 
Bent is taking with respect to SATO coanunications 




possible effects, whether for better or worse, of Hagalin's developments are, 
of course, completely unpredictable . 




considered: suppose that some well-equipped firm should decide to go into the 
CGLSEC equipment business and become a competitor of the HCC. Then, either. 




as having been a poor investment. The latter would, no doubt, be the 
decision. 



b. The chances for the occurrence of this contingency, however, are 
snail in vior of the head-start the HCC now has and the comparatively vary 
limited market for C0l.iS.3C equipment. Moreover, even should it occur, the 
probability that the new firm will have developed, tested, manufactured, and 
be ready to sell its new product in quantity within a very few years is rather 
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small, if our experience in such matters is tak^n into account* M viVLl 

c. Other contingencies which would nullify or minimize the benefits 

For example, the Swedish 

Government, or conceivably the U.S.S.R. , might tales over the HCC. Suppose 
the former occurs* in this event, it is highly probable that the Swedish 
Government would take action 



Suppose the U.S.S.R. should, as a result of war, toko over the HCC. 

The rayptanalytie situation of the U.S. vis a vis the U.S.S.11. and its various 
satellites leads to the assumption that we might be no worse off than we are; 
and it is conceivable that we might be bettor off* 

d* The foregoing four paragraphs discuss the risk mentioned in para- 
graphs 10.a.(l). There remain to be discussed the risks mentioned in paragraphs 
10. a. (2) and (3), and these will be assessed in the next two paragraphs. 




larger measure. 



16. With regard to the risk of political repercussions, it is true that 











REF ID : A60 611 M v ftfT 

TOP SEfiBEg Arni w u - a - L,L » UWL ' 



the gravity of 



this risk lies entirely within the control of the U.S, , since it will be 
directly proportional to the extent and nature 



undertaken. This risk is not an unavoidable concomitant I 
it can be minimal, or entirely absent, if the U.S. ahooae not to try to taka 
advantage of all the opportunities 



17. The preceding six paragraphs pare the my for making a judgment 




18. a. Enclosure *D*, was prepared 

by CIA in collaboration with l!r . Heddsn on 17 Day 1951. It represents an 
improvement on the first draft and, with one exception, it includes all the 
safeguards and features recommended by the Director, AFSA in his memorandum of 
6 April 1951 to the Director of Central Intelligence (Annex 5 to Enclosure 
"C”). This exception is in regard to the terms of payment) the Director, 

AFSA recommended that the consideration be paid in seven equal «nrwmi 
installments; CIA finds this not only unnecessary but also undesirable 
from its point of view. Since faithful performance rests in this case on 
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19. In view of the content of paragraphs 11 to 18 above, it Is believed 
that the Director, AFSA should advise the Director of Central Intelligence that 
the (Enclosure “D") is satisfactory and that, although 



he still re* 



a gamble, he deems it to be worthwhile. 



20. In view of the Interest which USCIB has in this matter, it is deemed 
desirable to submit this report to the Board merely as information. It is not 

deemed necessary for tbs Director. AFSA to submit it to TJSCZB for approval or 
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to attempt to obtain the concurrence or even an expression of endorsement 
by the Board, 




22. In view of the fact that the primary objects 



It is advisable that this project be given a cover name and 
be surrounded with special security safeguards beyond those applicable to 
C0L3KT codeword information or material, as few Al'SA personnel as practicable 
should be permitted to know or 

any of its details. 
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RESTRICTED 

~ f ffiOTRIOTE S BOOK MSG -25 FEB 46 SENT OUT BY OCSIGO-REQ. OIV. SUPPLY 

CONTROL BRANCH 

TARX 98567 
CM-OUT-98567 

CONVERTER M-209 IS CLASSIFIED HEREBY AS MILITARY TYPE I. DESIRE ALL 
CLASS A AND B STOCKS BE RETURNED TO U.S. ALL CLASS C STOCKS AND ANY 
CLASS A AND B STOCKS NOT RETURNED WILL BE DESTROYED. FOR SECURITY 
REASONS NONE SHOULD BE DECLARED SURPLUS TO ANY DISPOSAL AGENCY. 
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BRIEF HISTORY OF 






1. a. During ??orld War II, the U.S. Armed Forces extensively employed for 
1 car-echelon cocnranications a cipher machine known as Converter M-209. 
These machines were manufactured by the L.C. Smith and Corona Typewriter 
Co. at Groton, New York, under U.S. patents owned by 14*. Boris C.W. 
Hagelin, a citizen of Sweden and sole owner of the Hagelin Cryptograph 
Company (HCC) of Stockholm.* Approximately 72,000 M-209 1 8 were manufac- 
tured for the Armed Forces. About 60,000 machines are still on hand, in 
serviceable condition. The details of the contracts involved in the 
procurement of the M-209 are given in Armor i to this Enclosure. 

b. The JJ-209 is practically Identical with a model (C-38) manufactured 
and sold on the open market by the HOC in various parts of the world, 
but thus far principally in Europe. 

2. a. In its operations in the communications intelligence (COMINT) field, 
AFSA has knowledge of the extensive use of the C-3& machine by various 
foreign go v ernments. 



3* s. Soon after the close of hostilities, Mr. Hagelin initiated research 
and development work with a view to improving the 0-3$ (or M-209) and to 
producing new types of cipher machines far camtercial exploitation, 
b. Through informal contact between a member of AFSA and 1 hr. Hagelin 
seme of Mr. Hagelin 1 e mar ideas for cryptologic devices came to the 
attention of AFSA, and were studied to ascertain their security. The 
results of such studies were not communicated to Ur. Hagelin. 

* The Swedish trade name of the firm is Aktiebolagct Cryptoteknik (A.B. 

Cryptoteknik) . 

Enclosure to AFSA-OOT 24 ENCLOSURE "0* 

Staff Stwfr dtd 22 Hay 1951 
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4. a. On 8 February 1950, representatives of APSA net with a ftp^4$ES^)NLY 
of the Engineering and Technical Service, Office of the Chief Signal 
Officer, and a representative of Mr. Hagelin, to discuss the possibility 

of providing Mr. Hagelin with one or more K-209s so that he could 
incorporate embodiments of certain of his ideas for improving the 
security of the M-209* The desired machines were not made available but 
Mr. Hagelin obtained one from the L.C. Smith Company, 
b. On 8 January 1951* an M-209, modified by the HCC to incorporate a 
new keying mechanism, was received by AFSA and promptly subjected to 
study. Although the security studies have not been completed, it is 
clear that the new keying mechanism proposed by the HCC would greatly 
increase the overall security of messages encrypted by the modified 
machine. 

5. a. It was learned that the HCC was preparing not only to manufacture 
and sell new models incorporating the Improved keying mechanism, but 
also to produce several new cipher machines of considerable security, 
which also employ the new keying mechanism. 

b. It was also learned that patent applications on the new keying 
mechanism had been filed in several countries (U.S., Switzerland, France, 
Italy) and 



d. In January 1951, Mr. Hagelin, accompanied by his son Boris Hagelin, 
Junior, came to Washington for the purpose of discussing with AFSA the 
results of the study of the modified M-209. They were told that the 
study was not complete and no report was yet available. 
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Director, AFSA, who decided to place the matter before the Armed Forces . 
Security Council (AFSAC). 

6. a. On 29 January 1951, at the 26th Meeting of AFSAC, Mr. Friedman, on 
behalf of the Director, AFSA, made a presentation regarding this matter 
(Annex 2 to this Enclosure). 

b. Dm minutes of the discussion at the a?SAC meeting form reference (b) 

to this report. Dm decision reached was as follows: 

" DECISION : AFSAC authorized the Chairman to contact the 

Director, Central intelligence with a view toward obtaining 
his viewer I 



together with a summary prepared by CZA (Annex 3 to this Enclosure) . 
c. On 16 February 1951, the Director, AFSA submitted preliminary comments 

indicating specific points which should be amended 
or added, for purposes of further discussion in a second conference to be 



The results of the conference are 



summarised in Annex A to this Enclosure. 
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3. a. On 9 March at the 6lst Meeting of the United States Consninicatlons 
Intelligence Board (USCIB), a brief presentation of this subject was 
made for the information of the members of USCIB, by Mr. Friedman, on 
behalf of the Director, AFSA. No comments were node on the presentation. 

The minutes of the discussion at the meeting form reference (a) to this 
report. 

b. On 29 March 1951, the Director, AFSA submitted a Report on this 
matter to the members of AFSAC (reference (e)) and the memorandum was 
discussed at the 30th Meeting of AFSAC, on 6 April 1951. The minutes of 
the discussion form reference (d) to this report, a reading of which 
discloses that: 

(1) Several members of AFSAC were doubtful of the advisability of 
making a deal which would cost $700,000 and in which there was no 




(2) Nevertheless, it was recognized that there was a possibility 



of reaping benefits 



and, therefore. 



although AFSAC was unwilling to approve and thus to endorse the 

recommendations in AFSAC 66/20, it agreed as follows: 

"DECISION : AFSAC agreed to interpose no objections to the 

proposals of Director. AFSA.F 



9. a. On 6 April 1951, the Director, AFSA forwarded to the Director of 
Central Intelligence specific recommendations based upon a detailed 
study referred to in Paragraph 7b above. A 



study referred to in Paragraph 7b above. A 

copy of these recommendations, which dealt principally with additional 
safeguards thought to be desirable for incorporation in the draft form s 
is attached as Annex 5 to this Enclosure. 

b. Or. 10 April 1953.* Director, AFSA forwarded to the Director of 
Central Intelligence a memorandum (see Annex 6 to this Enclosure) in 
which he summarized the broad considerations involved 

clarified his views concerning them. 
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